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Inefficiency of Honest Provers

Our focus so far: achieve a Polynomia\—’rime verifier.
Today: what about the honest prover ¢

Let © be an n-variable boolean formula .
* In the Sumcheck profocol used for #SAT on @ : Time(P)= dL(2%I9l).
+ In Shamir's protocol used for TQBF on @ : fime(P)= L (2"]9]).

Are these times useful for computations of interest?

Let M be o machine runn(V\«a in time T and Space S.

Dl
efine LM"" {x | Mlx) = } :

The reduction from Ln 1o TRBF moaps X to o boolean formvla ¢
with size 11 =poly (logT,S) and nz(logT)-S variables,

Even il 'I',S:Poly(lxl),'l'he honest prover runs in Cime (2" = (7)==,



Doubly-Efficient Interactive Proofs

New Goar: odditionally restrict honest prover fo run in polynomial-time.
We call this o doub\y-e(:(ficien‘l' interoctive proof (deIP).

claim: doeIP < BPP
proot: The probobilistic algorithm A(x) simulates the interaction between
the honest prowver P(x) and the honest verifier V(x). |

To make o deIP non-trivial (rule out simply ruaning the BPP decider)

W Fequire He verifier Yo work less than dec'\d'm3 the languoge alone

eq. less time, less space, ...

BQS'\' +ime°. 'H"e VQ\"(:‘Q\’ V(x) Funs In QUQS'\\-"\QQI’ 'l'iW\Q. 6("") (or even linear Fime O(Ix1))

This setting con be viewed as R
. | TP prover | TP verifier
DeLegaTion OF COMPUTATION P(x) v | V)
¥rom o weakK client {0 o Power{?ul server, | ‘
| /‘ time . '
TE xel is decidable in ime T (35p0ces) poly (T) (J“'M’-«T)
or Space &S




A Lower Bound and An Upper Bound
Q: Which lanquages have (non-trivial) deIPs?

* A lower bound : doubly -efficient NP proofs

¥xel = V(x,P(x))=1
NTiME[pt,Vt] = {L | : (P/V) s.t. Vxgl Yw V(x,w)=o } F(x)
Pt

P(X), V(X) run in time pt(x), vE(ixi)
ExAMPLE :  CLiave, :=3 G is o graph. thot contains o clique of size t }
* CLIQUE, is believed to tequire (even probabilistic) time n®€
* CLIQUE, e NTIME[pt=0(nt), vi= poly (t, logn) 1. because

P(G) finds o clique of size £ (if one exists) in time O(n®)

and V(G,w) checKs in time poly(t,logn) thot w is a t-clique in G .
More generally, NTIME [ pk = poly(n), vE=0(n) lc deIP .

e An upper bound : SF&ce—bOUnded compvtation

Proof idea: modify the analysis of IP< PSPACE,
t+heorem: TP [Ec‘;o’ V':] < DSFACE[ O(V‘:)] . fo detect if the optimal prover hos o rejecting path .

V(x)

vE

Hence likely DTIME[T] ¢ deIP[£.=0 vE=0(T)] (we do not believe that DTIMELT] < DsPACELo(T)] ).




Power Of Interaction: Two Results 3PP
delP

Dovb,\/-e{:{:icien+ IPs {or bounded dePH" .
{L . L is decidable |>y (Ios(n)-sfmcq uniform) boolean circuits } a s

NC :=

with mox FG!\"'\Y\ 2/ Size POI)'(") y ond dQPH‘ POIy(Iosn) NC = NickK Pippengel—'s Class

' ' i i SC = Steve Cook's' Cl
NC includes arithmetic ond linear olsger. eve CooK's' Class

theorem: NC € deIP SPeci?iColel NCc IP[E,.= J pk= Po)y(n)/ vk= 6(!\)/ K= P°'7(‘°3“)/ cc= Poly(lo3n)],
[Qo\dwosser/ Kalai,  Rothblum 2008 ]

Dovb’y—eF{:icien+ IPs for bounded Space ﬂ ﬁ g‘

{L L is decidable in deferministic

SC = } = DTISP [E:Poly(n)/ S=Poly(|03n)]

time poly(n) and spoce poly(logn)
SC  contans  deterministic context-free languages (DCFLs), randomized logarithmic space (RL),

and bounded-error probobilistic logarithmic space (BPL).

theorem: SC € deIP . Specifically, SC € IP[ € =0, pk=poly(m), vt=5(n), k=0(1), cc=oln) ],
[Reingold, Rothblum Rothblym - 2016 ]

"'i‘l !e‘i‘ (&
&

Both theorems can be stated more generally (qeneric size/depth and generic +ime/Space ).




GKR Protocol: Delegation for Bounded-Depth Circuits

def: A circvit family {C“}neN is S-space yniform it 3 machine M soch that
for every neN M(1")=Ch and M(I") runs in space O (stn)).

theorem:  Suppose that L is decidable by o circvit family [ W T,
of width W and depth D that is O(Ioa(w‘D))—s?ace uni Form. < li
Then L has a (public-coin) TP where: ize & WD

* prover fime is  poly (w,D)
« verifier fime is (n+D)-poly(logw) [ £ spoce is OClogly-) ]
+ communicafion complexity s D-poly (JogW)

The case of NC corresponds to W =poly(n) and D= Poly(logn),

The Proo{: of the theorem (s technical,

Today We see one piece: +the BAre-Bowes GKR protocol .



Today: The Bare-Bones GKR Protocol

+o be defined
theorewm: [ ot C:F">F" " be o (Iayzred) arithmetic circvit
with width W and depth D. Let C be o low-degree extension o}
There is o (public-coin) TP For evalvating C  where:

C./ to be detined

C (2in)= Zovt

Fme . — \/C (.. $i
D-polylwn| P CC2in 2ar) 75770 VE(@iaZat) | (1 n,, 157 by ogh)
communication D-logW
O(D-logW ) soundness error O ((2128%

4 - . . A . . . .
C||Vll\% the VQl‘l?lQ\" query occess to C soves us F\"ow\ d\ScuSSms Un\FormH'y.
Main ingredients: more arithmetization, wore sumcheck, some new ideas.

This protocol is VERy fast in practice !



Low-Degree Extension (Univariate)

Let HeFF be o domain , and F:H->F o function.
A polynomial pe Fx] is an extension of § if PlH T—-{}.

g AT P

I H |

it ]

It iS o |0W'd0.3\‘et extension it P has //low—dag\'ez“ ( Hhe Specific . condition varies ).
The higher the allowed degree , the more low-degree extensions o function hac.
An extension o{\- degree <|H| always exists and is unique .

This extension can be constructed via TINTERPOLATION :

(D consider the univariate Logrange polynemials {LH/"‘(X)}o(eH where
|
) 0 0 DDAD
LH/O( (X) — "“'" ﬂ W

Peva} X-B H

i ‘.
@ taKe o linear combination accordima to the given function

Y YeF can compute
X) = & B0 L) == ) L (T X=F), S
P( ) wch {'\ LH,o(( ) XEH {: ) (FQH\'{“} 0<-F) P(z;) in Po]y(lH’) ;FOPS



Low-Degree Extension (Multivariate)

The multivariote case builds on the univariate cose.

We consider functions o} the form §:H —F,
We say thot peflxi,..xa] extends f: H'-F if pl

Ill

f-

The extension of individval deqree < H| is Uniqve and is by TNTERPoLATION :

() consider The multivariate Lagmnae polynomials {’-H"(d o)Xy, )}a( Ao H

' Xeﬂ—‘ Can compute

where L (6= T L, ()= T0 0 XF
H, (b ) iein] M l€lh) peH\i«} oi-B L6y in poly(IHl,n) fops

@ Toke the lincar combination according to the given Lunction

¥ veF" can compute
P(X\,.../Xy\) 1= Z -F(O(l,...,o(n) . LH": (a(‘,m,,(“\(XU.../Xh) .

“\ g ,0(,\6 H

p(y) in poly(IHI") fops



Layered Arithmetic Circuits

A \Q}/Qred arithmetic  circuit C: [F ", F ot of width W and depth D (wiH\ n;,.,nmé\/sl)
is on arithmeric cirevit with fan-in 2 arrangeo\ in D+l layers:

tputs  Vo:lhand»F
layer 0 y< N+ Ovtpuls  Vo:[hot 3 add, Enw}]]x [[w]] R E"‘}
mul : [nouJxLW] =10,
layer |, internal ), : (W]~ TF e
, ><I>< T valves '} &d? EW%;’" EO '%
wl-{o
,Q)/el’ 2 >< internal \,-[wl-FF "
. A Values . :

..o . W infenal Vo [WIF
loyer {/vc\xlfmnsa o+ LW '3 oddy: [Wlx[n; J ~{o,1}
)[m M\)lb [W]X[nm] > {01}

\ayer D AN Nin INpUTS Vp: [hind >

The wiring predicafes [(o\dd;,mul',)]iz\/m/b describe the circvit C: addi/mvl; ot (ab,¢)
is 1 if a-th valug in layeri-\ is the addition /multiplication of b-th R c-th values in layer i

NotATiONAL SimpLiciTy We ossume C has only | type of qote 8:ﬂ:z—->lF

We let (wpi,.., wp,) be the wiring predicates for g. (ff“fs“cfé“ﬂgﬁﬁ\gmﬁwﬁdC“m
P
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Arithmetize Each Layer [1/2]

Step 0: set parameters

Fix o subset HC T,

De‘cmei WM := l_oa‘/_‘/ Min = m m°v+:= \oﬂ Novt
log IHI log IH] log IH S 0 s e s 0 e
This induces bijections: )
[wle HT [nn]e H™ N H™ pid

STep 1+ tewrite computotion as Summations

let 2, € E™ be an nput 10 the circuit C:F™s
» The inpvt layer Vp:H' "> F is defined as Vpla)=2Zin(a).
e For 1=D-,..1: Vi H"> F  is defined as

Vi (a) o= b,ZQIGHm Wﬁﬂ(a,b,c)'% (viﬂ“’)/viﬂ(c))

mout ' N\ we ossumed for simplicity
* The output loyer Vo:H™™ = is defined as that C has | type of qate

/ fother than add { mvl gates
Vo(a) == 2_  wp (abe): g(Vilb),Vilc))
b,ceH”

11



Arithmetize Each Layer [2/2]

STEP 2:  [ow-degree extend cach layer
* The extension of the inpvt layer is Vy: E™ 5T where

Vp (X) = 2 Vo)« Ly 000 = 2 20) - Ly ()

« For i= D-l..V: the extension of the I-th \oyer is \//\\:H:M"’H: where
Vi(X) <= 2. Vila). L m o (X) g (Z w{am(o,b,c).3(vp,.(b),vm<c))).LHMa(x)

oeH™ HY, oeH™ \ bceH /
* The extension of the ou+pu’r layer i Vo: F ™>F where

VolX) = 2 Volo)e Lo, (X) = Z (Z i w{:‘(o,b,d3(\/.(b),V,\c)))°L o X)

aeH™ /@ ae H™*\ b,ceH R

STEP 3°  ensure Hhat addend is low-degree

. . /\
+ Replace wpi and Vi with Heir extensions  wpiy  and V m . ol

This does not change Vix) because they receive inputs in H.
* Replace Lymo(X) with Tym(X0) where T (XY) =T 2 L, 6L, (¥).

léC"‘ AeH H.X

Hll\

We obtain: Vilx):= ZH'“ bZH"" w’ﬁm(o,b,c%g(@dbk@dd)) Tim (X,0)  (and similarly for ¥)
Q€ ,CE
12



Batch Output Claims

The statement C(2in)= 2ot IS equivalent to these 1, = I

Moy
% ckotements -

Yae H™ V()= z 4la)
Tn furn, this is equivalent to:
Yae H™  V,(0)= Zla) .
I nNew>1 we batch these into a single statement abovt Vo :

C(z’m Z2’0\! 5
P (C,Zin,Zooi-) ) ' VC (Zil\,zouﬂ-)

< s Sample Qe ff

Moust

A 7 A Vge ﬂ:mm, V' can compute Sout (3)
Vo (g) = Zo\,,,(g)

n Po|y (|H|mw+) = POIy (EX1) ‘Yops

Completeness:  \b C(2in)=2out then ’v‘geﬂ:m“* Vo(8)= Zout ().

Soundness:  if C(2in)# Zovt then \7(,*45,\00:; So :\S?r[\?o(g)zém(g)]s "‘ovi-l°ﬂ£:H"').

13



Check Computation via lterated Sumchecks

The statement 7 C(2in)=20s IS rewritten as "V (¢)= Zou(e)” for o random e

Equivalent! N N
L S (LML) IRNPC RV N

aeH™ beceH

Next do o sumcheek protocol on variables for o,b, <.
mw++1m)

* round complexity met2m (the sum is over H
o soundness error O(m. |"'|'d23;..a(3)) (individval degrees are <IMi-deg;,(q)+IHI)

|
+ prover time is poly (IHI") =poly(w) ~ (THIS Is EFFICIENT!)

» varifier time is  poly (IHl,m) = poly (lgW) qiven answers to:
"L ot (rsBeF™"" ¢ we ossumed that Hhe verifier has this oracle

- 1 query fo w’ﬁ.:ﬂ:
~ 2 queries to (:F"=>F of stef™ < the prover sends claimed answers ¥, 0 €

We recurse on two claims: ¥ " N .
" P (s)=¥ and “Vi(B)=$

Eo\d\ claim is sl o sum:
A\

2 @) 9(R0),5(0)- Tynlsa)= 8

0%, cel™

PRORLEM: the number of claims
doubles ot each layer

’ Z & A A W
o e ™ .. (a,c)- 8(\/‘( U,V,_(C)) . IH'“‘ (t,0)=%
14



Avoiding Claim Blowup [1/2]

We batch the two claims via a random linear combination .
A\ /N /N A
1 claim S wpaba-g(Vilb),R0)* Tymalg,0) = Zonlg)

abovt que,r o) ae Hm”", b,ceH
._)[ re “:Mw‘\-
| Sumcheck se ™

rotocol ™ y
—> P tef (I;S,l:)eﬂ:m "’”\"

we,
I seﬂ"“,é:eﬂ'-"“‘> =
K,JE‘F I‘Dﬁ V,
a /N /N
. . m ( —
2 claims 0,1?(6\1“ p, (@,b,d 3(\/1-“’)/\/&“7 ) Limls,a) =X
obout layer 4 -
> wp (aba-g(V,(b),ke))+ Tyml,0) = §
a,b,ceH
x, BER % Peff random |inear
N combinaTion '
1 claim S . (A/’{}l(azb/d’ %(\,/:(b)/\//:“)) . [O('IHM (s,0) + F'IH"‘ (L,Q)J = o ¥4B-& ot the two claims

abovt |de,\’ 1 a,b,cey

BUT... the new claim has & different form than the claim we started with!

15



Avoiding Claim Blowup

1 C.lO.{w\
abovt layer 0

2 claims
obovt layer 4

1 C.lo.{m
abovt layer 1

2 cloims
obovt |de\' 2

[2/2]
>

aeH™ beceH

P (ab, - g(Vilb) M)+ Tymenlp,0) = Zanelg)

e— re ™
— sefF™

—

) Sumcheck
WA

— <— telF (I’,S,I:)E E"”m"”-r‘

Frofocol

2

[€

SEF™ e ™.

YdefF =3 v
> wp,lab- \’/: W) Tomls o) = ¥
a,b,ced”™ Wp, %, 3( (b), ZC)) IH 19
S dpaba-q((b),Na)+ Tym ko) = §

a,b,cey

< Bef %,Bef random |inear
combination

:ZHM (A;{},_(G,b,c). 3(\,/:([,)/\//:«)) . [D(.IHM (s,0)+ FIH"‘ (ng)J = X ¥4p-§ ot the two claims
a,b,ce

—| — re "™

sumcheck [ e g™
::l protocol | Lig e
Tas| We tun another
¢ ! M ! ™ 2
Y defF =3 el kel v, sumcheck proTOCol

ond we get two cClaimg
of the same form as before.

= We canh recurse !

>

a,b,cey

>

a,b,cey

o BP0 b0 a(V5(b), () s Typm(s0) = ¥

o (0 b,0-g(V(b), M)+ Tym(E,0) =

16



GKR Bare Bones Protocol P(C 20,20 VE(2in,2o)
For simplicity: (ovtput) [ e&ei

e round complex\'l'y: d%-l and d ~ <|Hl layer 0 A
1 cloam obovt Vo
1+ Do( [SC on3m vars]+] )

= O(DV") = O(D _oam) O(DIOSW)

e communication Complexity (in {ield elements): layer £

r ~ ‘M +2m vars
sumchesk WP 4 ldgrd,

j 2 Cl&lN\S GbO\)T V;

combination

1+D- ([ SC on 3m vars OQ dq%m,q O(Il-\l)]-l- 4 )

- o(pmu) = 0 (D- _gm Hl) = O (D-logW)

L4 claim abovt \’/:

( SUMQhQQKHw’E_ Z?Imog}d#‘

o Soundness e rror:

2 claims about V.
m"l';:llm +D- ([SC. on 3m vars of de%m O(IH) J+ IlFI) layer 2 4 o :
= O(D m-[H| ) ( ,ﬂ |HI ) O(D . ‘OSW) combination
| LALIRL |F| \ 1 cloam obovt \,/;,
e prover time (in (fie_ld oPemh‘ons): R
obtained b [ sumcheck e—u 5
D ([SC on 3m vars of de%m O(IH) 1+ Sml\) Setting H= {o } b dd""“d

m (inpvt) | 2 cloums abovt V
=D P°|7(‘Hl )= D poly (W) layer b 4 ’

combination
o verifier time (in {ield opero’fions) :

i poly(Mi M)+ Nyt poly (s, 1) + D- ([SC on 3mvars of degree. OfH)])
= (niui-nw’f*D)'Po‘y(M,‘Hl (Min+ N+ D): po\y{ logW gl |,lHI) = (Nint n,,,,uD)-poly(lan

%! claim about Vp

17
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